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Abstract-Wireless Mesh Networks (WMNs) have been 
expected to be the ultimate solution for the next decade 
wireless networking. The attractions of WMNs include easy 
set-up on the fly, off-the-shelf cost, flexible interoperability 
with other networks, and highly reliable connectivity. One 
main challenge in the design of these networks is their 
vulnerability to security attacks. The attacker will possibly be 
able to identify an ongoing communication session between 
any two network users by analyzing the network traffic pattern 
without knowing the users identity information. To address 
these security risks, Secured routing scheme that preserves the 
privacy of end users is proposed using Secured Identity Based 
Approach (SIBA) in which every nodes are assigned with the 
Security cards for efficient authentication. The major goal of 
the proposed system is to reduce the number of attacker level 
by providing anonymity in routing. This implementation 
results show that the proposed scheme can provide substantial 
performance increases and protects against performance 
degradation even in the presence of malicious behavior.   
 
Keywords: Wireless Mesh Networks, Security, Privacy, 
Secured Identity Based Approach (SIBA). 
 

I. INTRODUCTION 
 
Wireless mesh networking (WMNs) is an attractive, emerging 
and new way of communication due to its low cost and its 
scalable wireless internetworking solutions for near future, 
which is the reason that it is becoming little popular 
communication sector. It consists of mesh routers and mesh 
clients, where mesh routers have minimal mobility and form 
the backbone of WMNs. Figure 1 shows the architecture of 
WMN. They provide network access for both mesh and 
conventional clients. The integration of WMNs with other 
networks such as the Internet, cellular, sensor networks, etc. 
can be accomplished through the gateway and bridging 
functions in the mesh routers. Mesh clients can be either 
stationary or mobile, and can form a client mesh network 
among themselves and with mesh routers. The advantages of 
WMNs also include simple settings, broadband capability, self 
configuration, self maintenance and reliable service coverage 
in the network. Security is the vital problem in the design of 
WMN. The client should have end-point to end-point security 
assurance. However, being different from wired and traditional 
wireless network, WMN could easily be compromised by 
various types of attacks.  

 
 

Fig. 1 An Architecture of Wireless Mesh Network 
 
Even the WMN infrastructure like mesh router could be 
relatively more easily reached and modified by attackers. 
Wireless links in WMN are easily prone to active attacks, 
passive attacks and message distortion. In WMNs, passive 
attacks would compromise confidentiality and active attacks 
would result in violating availability, integrity, authentication 
and non-repudiation. Many communications in WMNs contain 
various kinds of sensitive user information like personal 
identities, activities, location information, movement patterns, 
financial information, transaction profiles, and social/business 
connections. Hence, securing these communications is of 
paramount practical importance in WMNs.  

 
It describes a new proposed scheme, the Secured Identity 
Based Approach (SIBA) for WMNs that addresses these 
security concerns and secures against malicious adversaries by 
using security cards. Routing between each node is constructed 
based on anonymous security card approach. Each mesh client 
anonymously constructs key pairs for that duration with its 
neighboring nodes and then, these keys are used for mesh 
clients to find routes to the nearest mesh router and have their 
identities registered. The registered identities are protected 
from adversaries and then used for route discovery within the 
mesh backbone. Since the routing in mesh backbone are known 
to mesh routers to make use of pair wise secret keys along with 
security cards to keep mesh clients anonymous from mesh 
routers. Specifically, the major contributions in this paper 
include 1) Design of a security card based authentication 
system with anonymity property 2) Bind of the security card 
for anonymous routing and access control with mesh clients 
and mesh routers. This implementation results show that the 
Secured Identity Based Approach (SIBA) provides substantial 
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performance increases in network efficiency and throughput 
even in the presence of malicious behavior. The rest of the 
paper is organized as follows. In Section II to discuss related 
work on which can build. In Section III, Secured Identity 
Based Approach is introduced with detailed description of 
security framework. In Section IV, security properties along 
with performance analysis of the scheme will be examined.  
And Section V concludes the paper. 

 
 

II. RELATED WORK 
 

Wireless mesh network (WMN) represents a paradigm shift 
away from the rigid, long-lead planning and implementation of 
the wired backbone, and toward a real-time plug-and-play 
deployment model that is up to the challenges of today’s 
rapidly-changing connectivity environment. Security is an 
important issue in multi-hop WMN and not much research 
works are done till now in area of WMN security. Ben Salem 
and Hubaux discussed specifics of WMNs and identified 
fundamental network operations that need to be secured. 
Siddiqui and Hong surveyed the threats and vulnerabilities 
faced by WMNs and also identified a number of security 
goals.In, the authors have identified the operations to be 
secured in WMN as corrupted TAPs, routing and fairness, and 
proposed some solutions to secure the operations. However 
they ignored the class of attacks on mesh clients and behavior 
of a malicious node. Capkun have given a privacy-preserving 
scheme for the so-called hybrid ad hoc networks, which are 
actually WMNs. This scheme provides anonymity and location 
privacy for mobile nodes. The identifiers of the mobile nodes 
have to be disclosed to access points and also some access 
points may be able to track  a specific mobile user thereby 
adversary can able to link messages. Zhang et al. in have come 
up with an attack resilient security architecture for multi hop 
wireless mesh networks. They have modeled WMN 
architecture as credit card based e-commerce system and 
showed that a mesh client need not to be bound to a specific 
WMN operator, can get ubiquitous network access by a 
universal pass issued by a third-party broker. They used 
identity-based cryptosystem for authentication and key 
agreement between mesh clients and routers. 

 
A neighborhood authentication protocol has been proposed that 
allows neighboring nodes to authenticate each other without 
revealing their identities. As destination ID needs to reveal for 
route discovery, only conditional anonymity is achieved for 
destination. The authors have focused on the traffic privacy by 
proposing a penalty based routing algorithm in. But, they used 
source routing scheme for their protocol. They have ignored 
how to deal with identity privacy and not mentioned how 
authentication is performed between mesh nodes. The authors 
of presented an authentication scheme for WMNs, which is 
resilient against mesh router compromise. Other general 
privacy-aware authentication techniques are described in. A 
secure multi-path Hybrid routing protocol, MHRP, is proposed 
in. Privacy-preserving of the end-users is not considered in this 
work.After reviewing the previous work, to propose a new 
approach for routing in WMNs with higher security based on 
security cards with anonymous user communication for 
reducing the number of attacker level. 

 
III. SECURED IDENTITY BASED APPROACH (SIBA) 

 
A. Network Model: 
The WMN architecture at metropolitan-scale and it comprises 
of four entities: a WMN operator (WMNO), a trusted authority 
(TA), mesh routers (MRs), and network users (NUs). WMN 
Operator forms a well-connected WMN using static mesh 
routers and provides network services to network users. The 
global topology information of the whole WMN are 
maintained by these mesh routers by constantly exchanging 
information with each other. To enjoy WMN access, each 
network user/client has to first register with the Trusted 
Authority (TA) which in turn issues a security card to the 
users. WMN Operator will grant network access to network 
users holding valid security cards issued by trusted authority. 
In addition TA also provides necessary revocation capabilities 
and cryptographic means to network users to protect their 
communication against eavesdropping, altering and also 
sophisticated attacks aimed to compromise privacy. To further 
assume that all the network traffic except for the 
communication within the same subnet serviced by the same 
router has to go through a mesh router. Network users 
cooperate with each other on relaying the packets. 
Communication channels in WMNs are bidirectional and a 
reliable TCP has been implemented over mesh networks. 
B. Notations: 
We denote Ti and Oi the trusted authority and WMN Operator 
respectively. To use MC i,j to indicate the unique identifier of 
client j registered in Ti. MR i,j refers to the unique identifier of 
mesh router j of Oi. To indicate the security card for MC i,j as 
MC i,j-card and KMCi,j is a card-based key both are issued by Ti 
to MC i,j. Likewise, MR i,j-card and KMRi,j are used to denote 
the router card and the card-key respectively.  

 
C. Security Card Model: 
There are two types of security cards in identity based 
approach: router cards (MR-Cards) issued by a WMN operator 
to its mesh routers, client cards (MC-Cards) provided by a 
trusted authority to the enrolled clients. In this subsection, this 
focus on the issuance of MR-Cards and MC-Cards. 

 
Issuance of MR-Cards: Prior to network deployment Oi issues 
to each controlled router MRi,j an MR-Card, CardMRi,j := (MRi,j, 
expiration-time), as well as a card-key KMRi,j = αOi 
HOi(CardMRi,j) which MRi,j keeps secret. Here, αOi is operator 
Oi’s domain secret and HOi is the hash function specified. The 
freshness of CardMRi,j is controlled by the expiration-time field. 
Oi should send to MRi,j a new (CardMRi,j,KMRi,j) pair via a 
secure channel before its current one expires. (CardMRi,j,KMRi,j) 
may be updated hourly, daily, weekly, or even monthly 
depending on Oi’s security policies. In essence, MR-card and 
Card-Key is a standard ID-based approach in an IBC 
cryptosystem. Alternatively CardMRi,j can be designed as a 
conventional public-key certificate and KMRi,j as the 
corresponding private key. This ID-based MRij-Card has at 
most a few tens of bytes in size as compared with a typical 
X.509 certificate of about 1KB. The main reason is that it 
dumps the most space-consuming fields and retains the entity 
identifier and expiration-time parts of a certificate. 
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Issuance of MC-Cards: Each client has to first enroll with the 
desired trusted authority for WMN access. Upon a registration 
request from client j, Ti usually needs to validate the client’s 
personal data and assigns to the applicant an identifier MCi,j 
and a MC-Card in the form of CardMCi,j := (MCi,j,expiry-time). 
Here, expiry-time specifies the expiry time of CardMCi,j before 
which MC i,j has to renew itself. In addition to CardMCi,j, the Ti 
issues to MC i,j a card-key KMCi,j = αTi HTi (CardMCi,j),  where 
αTi is Ti’s domain secret and HTi is the hash function used. 
Likewise, (CardMCi,j, KMCi,j) is a standard ID-based approach in 
an IBC cryptosystem. It is renewed hourly, weekly, daily or 
even monthly depending on the Ti’s security policies once the 
card gets expired. The freshness of the card is controlled by the 
expiration-time. 
 
D. Generation and Updating Of Key Pair: 
The Trusted Authority generates key pairs for secured routing 
and data transmission. TA is trusted not to disclose the user 
key information and has the ability to regenerate the keys 
when it gets expired. At the same time, in order to improve 
the security of the network, each node in WMN will maintain 
a key update record form, which helps to update new keys 
regularly. The generating and updating process is shown in 
the Fig 2 below:  

   

 
Fig. 2 Generating and Updating Process 
 

E. Secured Routing: 
Wireless mesh network communication occurs mainly between 
mesh clients, mesh routers and gateways. Fig 3 shows a 
general communication scenario that it will consider when 
describing the protocol. So, when a mesh client (MC) wants to 
send or receive some data, it must have to authenticate itself 
with the nearest Mesh Router (MR). If MC is within the 
transmission range of MR then it relies on that router to get 
service. Data generated or received by the MC must go through 
routers in a hop by hop fashion. As data are traversed in a 
multihop fashion and some nodes act as forwarder, a malicious 
attacker can trace the behavior of a mesh client, like who is 
accessing what kind of data? So, in this kind of network 
architecture it is always preferable for the client to remain 
anonymous by hiding its identity, otherwise it can be a victim 
of privacy attack. So, the main motivation is that no other 
entity other than WMNO and TA should know the real identity 
and location of the mesh client. An anonymous route between 
a mesh client and its nearest mesh router is established by 
registering the client to the mesh router. It consists of three 
steps. In the first step, the source node broadcasts a route 
establishment throughout the subnet to which it belongs, and 
the request would reach the nearest mesh router under the 

protection of key pairs. Then the mesh router registers the node 
and puts it into its user list in the second step. This information 
is exchanged among mesh routers so that every mesh router 
knows how to reach a specific node. Next, the mesh router 
sends a reply to the source node, and the route is constructed 
when the reply successfully reaches the source node. 

 

Fig. 3 Communication process of mesh network 
 

Path Request:  Mesh Router MR periodically broadcasts a 
beacon via the single-hop downlink to announce its presence. 
The beacon should at least include CardMRi,j,Cert Oi, and a fresh 
timestamp t1 signed with its card-key KMRi,j. The beacon can be 
received by all mesh clients in router R’s coverage. MR sends 
the following beacon message to its neighbors: 

    MR i,j->:CardMRi,j, Cert Oi, KMRi,j(t1,Other Info).             (1) 

The client S upon receipt of beacon find route to that router 
through the intermediate nodes. S will broadcast the following 
undistinguishable PREQ packet to MR by encrypting the Card 
Si,j, Seqno and SIGs within its neighborhood: 

    Epks(PREQ,CardSi,j,MR,seqno,SIGs,pad)                        (2) 

Upon receiving the route request message from S, intermediate 
nodes decrypts using its private key and check for expiry of 
security card and valid signature. If it is successful route is 
established and thereby it finally reaches mesh router R. Note 
that R may receive more than one route request that originates 
from the same source and has the same sequence number, but 
he replies to the first arriving message and drop others. 

Node Registration: Upon successful receipt and verification of 
a routing request message, the mesh router MR proceeds to 
register the requesting node. MR knows that S is currently 
within its service coverage and puts S into its current user list 
but only for a predetermined period of time. S has to 
periodically reregister itself to MR to maintain the active status 
otherwise S’s registration automatically expires in MR’s user 
list. The real identity of a network user is not disclosed to the 
current service mesh router only the user’s card id will be used 
for registering anonymously at mesh router. 

Path Reply: Path Reply messages (PREPs) are unicast 
backward toward the source node from the router. Once the 
reply message reached the source node, message is transmitted 
through the established route. MR performs the padding 
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operation as appropriate and replies the following 
undistinguishable Path Reply packet to source S:  

       R, Epk(PREPR, R,CardMCi,j,seqno,pad).                            (3) 

Anonymous Message Delivery: The delivery of a message 
consists of three steps i) uplink routing ii) router-router routing 
iii) downlink delivery. First, it is sent to the source mesh 
router, which is the nearest mesh router to the source node. The 
message is sent along the route constructed from the source 
node to the source mesh router, which is protected with key 
pairs. Next, the source router finds out the correct destination 
router and routes the packet using pair wise secrets to the 
destination router. Every mesh router knows how to reach a 
specific node since each node has registered with the nearest 
mesh router. In the third step, the destination mesh router 
dispatches the message to the destination node. 

IV.   SECURITY AND PRIVACY ANALYSIS 

In this section, to describe the counter measures implemented 
in the proposed scheme against the attacks listed in that are 
relevant to these protocols. 

Identity privacy attack: Most people would like to remain 
anonymous while roaming in WMNs for privacy reasons. In a 
client card, the client is identified by an ID number assigned by 
the trusted authority when he/she applies for the card. Only this 
ID number is used in all subsequent communications, and not 
the person’s descriptive identity (e.g. user name, real name). 
The client descriptive identity is known to and can be traced 
back from the assigned ID number only by the trusted 
authority.  

Access Control: The protocols ensure that only legitimate 
users can gain access to mesh networks. To be able to access 
the mesh network, a mobile user has to obtain a security card 
along with the card key and successfully register to the mesh 
router with it. An adversary cannot easily forge the valid 
signature of TA of his choice which would not be authenticated 
by the mesh router. 

Preventing Route Disruption:This type of attack is         
caused by the malicious behavior of a node through 
modification of a mutable field and dropping routing 
information elements. Note that, in this proposed scheme only 
authenticated nodes can participate in the route discovery 
phase. Moreover, routing information elements are 
authenticated and verified per hop. So, it is not possible to 
launch a route disruption attack. 

V. IMPLEMENTATION AND ANALYSIS 

The proposed secured identity based approach (SIBA) with 
privacy preservation has been implemented and analyzed in 
the network simulator NS2. The proposed scheme utilizes a 
network topology comprising of 25 wireless nodes and 2 mesh 
routers that provides communication to other networks.  All 
the network traffic except for the communication within the 
same subnet serviced by the same router has to go through a 
mesh router. Network users cooperate with each other on 
relaying the packets. Communication channels in WMNs are 

bidirectional and a reliable TCP has been implemented over 
mesh networks.Figure 4 shows the comparison of SIBA 
scheme with the Hybrid Wireless Mesh Protocol (HWMP). As 
discussed above, when the intruders attack to a network they 
captured most of the traffic. The most of the packets do not 
reach to the destination. The figure 4 shows that in HWMP, 
almost 60% of the traffic reaches to its destination and 
remaining is lost due to intrusion. However SIBA scheme 
delivers 90% of the traffic reached to its destination, because 
SIBA scheme first authenticates the node and then routes the 
packet. If the node is an intruder, the routing node detects it 
and follows an alternate path to the destination. So that packet 
reaches successfully to the destination. The packets may 
experience a bit more delay due to the alternate longer paths, 
but SIBA ensures maximum packet delivery ratio. Packets in 
SIBA are dropped due to the random link/node failure. 

 

Fig. 4 Packets Delivery Ratio by intruders at various level 

As SIBA is a secure routing and every node follows the 
alternate path in case of intruder, so most of the packets are not 
dropped and the throughput is increased. Figure 5 shows the 
comparison of throughput at various levels.  

                        
Fig. 5 Throughput at various levels 

The delay time for both the schemes have been analyzed and it 
is shown in Figure 6, It can be observed that the SIBA 
experiences longer delays with better packet delivery ratio 
because it performs the situation awareness to detect the 
broken links and performs the authentication process to 
authenticate next hop before transmitting the packet. 
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Fig. 6 Total Packet Delay Time (μs) 

VI. CONCLUSION AND FUTURE WORK 
 
In this paper, it have investigated the problem of privacy-
preserving routing in WMNs and proposed Secured Identity 
Based Approach (SIBA) to provide security and anonymity, as 
well as authentication, in WMNs. SIBA authenticates the 
registered nodes before transmitting the packets. Extensive 
simulation results in NS2 shows that the authentication before 
the transmission is needed for saving the traffic flows from 
different attacks. The SIBA approach gives better packet 
delivery ratio with less packet loss rate and the throughput 
observed when compared with HWMP is also higher. Slight 
tradeoff in terms of delay has been observed while 
implementing the security. The performance and security 
analysis show that the proposed scheme is efficient and 
resilient to various kinds of attacks. In future, it will carry out 
an optimized technique to minimize the delay and also the 
processing time. 
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